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1  
 

1.1  
The Continua Health Allianceôs mission is to establish an ecosystem of interoperable personal 
health systems that empower people and  organizations to better manage their health and 
wellness . This mission relies on the interoperability between components,  systems, and 

subsystems incorporated within these health systems. The charter of Continuaôs Technical 
Working Group (TWG) is to select the standards and specifications necessary to meet this 
mission and to define Design Guidelines that further clarify the  standards and specifications 
that guarantee seamless interoperability is achieved.  

1.2  
This document contains references to the standards and specifications that Continua  selected  
for ensuring interoperability of devices. It also contains additi onal Design G uidelines for 
interoperability that further clarify these standards and specifications by reducing options in 
the underlying standard or specification or by adding a feature missing in the underlying 
standard or specification . These guidelines  focus on the following interfaces:  

PAN- IF -  Interface to Personal Area Network health devices  

LAN- IF -  Interface between Local Area Network devices and Application Hosting Devices  

WAN- IF -  Interface between Application Hosting Devices and Backend Systems such as 
Remote Monitoring Services or Disease Management Service Providers  

HRN- IF -  Interface between WAN devices (HRN Senders) and  other WAN devices or 
Electronic Health Record (EHR) devices (HRN Receivers)  

1.3  
These guidelines were specifically writ ten for Continua members such as a device  

manufacturer that intends to go through the Continua Certification process with their devices , 
and companies that integrate Continua devices in systems and subsystems, and for test labs 
that certify compliance to C ontinua specifications.  

1.4  
The Continua Design  Guidelines document is organized in the following manner.  

1 , 2  Introduction and Terminology  ï These sections provide overview  information helpful 
in comprehending the remainder of the document.  

3  System Overview -  This section explains the overall E2E (End to End) architecture and the 
scope of the  Design Guidelines.  

4  PAN  Interface Design Guidelines -  This section is an overview of the PAN - IF architecture 

along with Design  Guidelines for Wired and Wireless PAN Devices.  

5  LAN Interface Guidelines  ï This section is an overview of the LAN - IF archi tecture with 

Design Gui delines for Sensor -LAN devices.  

6  WAN Interface Design Guidelines  ï This section provides an overview of the WAN - IF 
architecture with Design Guidelines for the secure upload of device obse rvations.  

7  HRN  Interface Design Guidelines -  This section provides an overview of the HRN- IF 
architecture and Design G uidelines for that interface.  
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1.4.1  
Part of the guidelines in the PAN  and LAN section are the same, particularly on the references 
to 11073 -20601 and the various 11073 device specializations. In a future release , these 
common guidelines will be put in a separate section that both the PAN and LAN section can 
reference.  

1.5  
The Continua 2010 Guidelines extend the previous version of the  guidelines with the following  
aspects :  

 Addition of ZigBee® support into the Sensor -Local Area Network (Sensor -LAN) 

interface, which was selected for its efficiency in working with multip le sensors in the 
home  

 Support for two new PAN and Sensor -LAN device types:  Peak Flow Meters and 
Adherence Monitors for use in medication monitoring  

 Updates and enhancements to the ISO/IEEE Base Framework Specification which 

defines a common transmission p rotocol of Continua device data regardless of the 
device or application  

 Addition of the Wide Area Network (WAN) interface, which takes data from an 

aggregation or hub device  (application hosting device) , such as a PC, mobile phone or 
health appliance, and sends it to a remote monitoring server  (WAN device) . This 
interface  was developed in collaboration with the Integrating the  Healthcare Enterprise 
(IHE)  organization  

 Addition of email support to the Health Record Network (HRN) interface, which is the 
interf ace between a remote monitoring server and an electronic health record  
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2  

2.1  
This section defines the format and terminology for the Design Guidelines (DGs).  

2.1.1  
The references  (see  Section 2)  provide a description of terminology conventions used in all 
IETF RFC documents. The terminology and conventions used by the Continua TWG 
Requirements Document are adapted from this reference. The details of each gu ideline will 

carry a compliance classifier from the following set:  

ü Shall  -  This term designates the minimum set of requirements that ensure 
interoperability and/or robust operation between components. All components and 

interfaces are expected to comply wi th these requirements when expressed in 
unconditional form. A conditional requirement expressed in the form, ñIf X, then Y 
"shall "  be implementedò, means that the requirement ñYò must be met when the 

conditional aspect ñXò applies to a given implementation  

ü Should  -  This term  designates strongly recommended items. Under most 
circumstances, implementations include "should " requirements; however, it is 
recognized that there may exist valid reasons in particular circumstances where it is 
preferable not to imple ment a "should " requirement. Those conditions must be 
carefully understood and weighed given that this may reduce i nteroperability of that 
product  

ü May  -  The use of this term  highlights to product implementers features that "may " 
exist in the market place. All products must be prepared to interoperate with 
implementations that have and have not implemented the requirement. If optional 
features are included in a product, they must comply with the requirement to ensure 
interoperabi lity with other implementatio ns 

2.1.2  
The following font usage conventions are used within the Continua Design  Guidelines to 
provide additional clarity:  

Requirement terms are in bold font . The terms described in S ection 2.1.1  are  in bold  font  
when used in the requirement sense . 
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2.1.3  
This section details the format of a Design Guideline (DG), see Table 2-1. 

Name  Description  Reqt Map  Comments  

Wired_PAN_USB_Personal_
Healthcare_v1.0  

Continua PAN wired USB 
service and client 
components shall  
implement the USB Personal 
Healthcare Device Class 
v1.0 plus the Feb. 15, 2008 
errata, subject to the 
requirements lis ted below.  

Core_Device_Tra
nsport_Wired  

  

    

 

Design Guideline Table heading categories:  

ü Name  -  A unique label for the guideline  

ü Description  -  Text that describes the Design Guideline  

ü Reqt Map  -  The string name of the requirement  in the TWG Requirements Document 

(see S ection  A.2 )  that the DG satisfies. If there are multiple requirements, they may  
be written in shorthand, such as Core_Device_Transport_*  

ü Comment s  -  Supplementary information about a guideline such as a justificat ion for it, 
dependencies, and etc.
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3  

3.1  
This section defines the End - to -End (E2E) Architecture of the Continua ecosystem (i.e., the 
Continua architecture). The Continua architecture is used for several purposes:  

 Definitio n of common concepts  

 Definition of topology constraints for the Continua ecosystem  

 Serve as basis for the guidelines framework by providing a basic structure, providing 
rules for refinement and extension of this structure, and association of guidelines wit h 
elements in this structure  

3.1.1  
The Continua architecture distinguish es Devices (physical entities) from Components (logical 
entities). This distinction is in general and not specific for Continua Reference Device Classes, 
Continua Certified Device Classes, or Continua Logo -ed Device Classes  that  are defined later in 

this document  (See S ection 3.1.4 ) . Devices host zero or more Components. The above is 
depicted by Figure 3-1. 

 

Device

Component

Device

Component

Component

Models physical entities

Models logical entities
 

Components implement and require the implementation of a number of interfaces  as shown in 
Figure 3-2. 
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Device

Client

Component

Service

Component

IF

Device

Client

Component

Service

Component

API

Application Programming Interface (API)

guidelines between Components
in a single Device

Network Interface (IF)

guidelines between Components
across two Devices  

 

Continua make s the distinction between Network Interface (IF) guidelines and Application 
Programming Interface (API) guidelines. A component implement ing  an API is depicted by 
Figure 3-3. 

 

 

Service

Component

 

A component requir ing  the implementation of an API is depicted by Figure 3-4. 

 
Client

Component

 

A component implementing  a Network I nterface specification is shown by Figure 3-5: a 
Service component with left - top to right -bottom shading.  

 
Service

Component

IF

 

A component requir ing  an implementation of a Network I nterface is displayed by Figure 3-6: a 
Client component with right - top to left -bottom shading.  



© 2008 -  2011  Continua Health Alliance   

Design Guidelines   Version  2010  

7  Modified on: April 20, 2011  

Copying or other form of reproduction or redistribution of these works to unauthorized entities is strictly 

prohibited.  

 
Client

Component

IF

 

The main difference between an Application Programming Interface (API) and Network 

Interface (IF) is that an API  is an interface between components within a si ngle device and an 
IF is the interface  between components on multiple devices (possib ility of  loop -back).  

For this version of the guidelines , the focus is the  interoperability between devices. 
Interoperability is enabled via the characteristic behavior of devices found in a 
communications system. There are fundamental characteristics that manifest as part of the 
interface specifications that define the configuration and formats to facilitate interoperability. 
These specifications are the contracts between d evices that ensure a dialog can occur .  

3.1.2  
Interface guidelines are  implemented by zero or more components and  a component may 
implement zero or more interface guidelines. Interface guidelines can be created for APIs as 
well as Network I nterfaces.  

For this version of the Continua Design G uidelines , the focus is on device interoperability . This  
implies a focus on Network I nterface guidelines. In future versions of Continua , there may  be 
a need for common middleware that gives  a unified vie w for  services and clients on the 
different service Network Interfaces . The API guidelines will then  fall under the Continua scope 

as well.  

Interface guidelines enable interoperability across a single interface. Device guidelines are 
specified to enable E2 E interoperability (interoperability across interfaces) and interaction with 
the environment.  

This version of the Continua Design Guidelines contains both interface guidelines as well as 
device guidelines.  

3.1.3  
Devic es are physical entities that can host a number of components . The Continua E2E 
Architecture distinguish es different Reference Device Classes based on the component classes 
hosted  on th at  device.  

Reference Device Classes are used to define topology constra ints for the Continua ecosystem 
and form the basis of a guidelines framework. Topology constraints are defined for the 
Continua ecosystem as some  topologies are not viable . 

The current Continua E2E Architecture distinguishes the following Reference Device Classes:  

 PAN Device:  This is a device that deploys  at least one PAN - IF Service Component. 
PAN- IF Service Components are  PAN- IF Sensor Service Components, PAN - IF Storage 
Service Components, PAN - IF Actuator Service Components, and etc.  

 LAN Device:  This is a device that deploys  at least one LAN - IF Service Component. 
Additionally,  these service components can be instances of one of the subclasses of 

LAN- IF Service Components  

 Application Hosting Device:  This is a device that deploys  at least one  PAN- IF Client 

Component, LAN - IF Client Component , or WAN - IF Client Component  

 WAN Device:  This is a device that deploys  at least one WAN - IF Service Component  or 
at least one HRN - IF Client Component  

 HRN  Device:  This is a device that deploys  one or more HRN- IF  Service Compon ents  
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Figure 3-7 shows the above definitions and the associated graphical representation.  

 

Å Device
ð Physical entity (box)

Å Component
ð Logical entity (functional)

Å <<reference device class>> PAN Device
ð Device containing 1..* PAN Service Components

Å <<reference device class>> LAN Device
ð Device containing 1..* LAN Service Components

Å <<reference device class>> WAN Device
ð Device containing 1..* {WAN Service, HRN Client} Components

Å <<reference device class>> Application Hosting Device
ð Device with 1..* {PAN,LAN,WAN} Client Components

Å <<reference device class>> Health Reporting Network Device
ð Device with 1..* HRN Service Components

WAN

Device

LAN

Device

PAN

Device

Application

Hosting Device

HRN

Device

Device

Component

 

The classification of devices , according to the criteria listed above , is not exclusive. As an 
example, a device is able to be a LAN Device and an Application Hosting Device. It can contain 
a number of Client Components (Application Hosting) and one or more LAN - IF Service 
Components (LAN Device).  

The distinction between the different interfaces is based on architectural dimensions. At the 
highest level (the basis for the Reference Device Classes) we have the following dimension:  

 Information exchange around a person  (Personal Area Network). The archit ecture is 
not restrictive in the range around a person that is covered by the network. In practice 

this will depend on the range of the cable or radio in a certain environment given 
certain power requirements. No infrastructure is required for the Personal  Area 
Network (adhoc network)  

 Information exchange at a location  (Local Area Network). The network is able to cover 
an entire location (building / campus). The local area network may rely on a network 
infrastructure in order to get the required coverage  

 In formation exchange across the globe  (Wide Area Network). This interface is typically 
the interface from the home / office / mobile towards the backend of a personal 
telehealth service provider  

 Reporting to enterprise systems  (Health Reporting Network). Thi s interface enables 

reporting to for example the hospital and other personal telehealth service providers  

This architectural dimension is illustrated by Figure 3-8. 
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 Figure 3-9 shows the Reference Device Classes with a number of real world examples.  

WAN

Device

LAN

Device

PAN

Device

Application

Hosting Device

HRN

Device

LAN òSharingó Device:

to represent a device as a

LAN Device in the 

Continua Ecosystem

PAN òAdapteró Device:

to represent a device as a

PAN Device in the

Continua ecosystem

 

The topology constraints for the Continua ecosystem are defined using the reference device 
classes described above. These Reference Device Classes provide an abstract model for  real 
world  devices and are the b asis for further specialization . 

The PAN interface is specialized further based on the following dimension: wired ï wireless . 
The result is guidelines for a Wired PAN interface (USB) and Wireless PAN interface (Bluetooth).  

WAN - IF 

Application  
Hosting Device  

PAN 
Device 

PAN - IF 

LAN 
Device 

LAN - IF 

HRN - IF 

WAN 
Device 

HRN 
Device 

* 

0..1 

* 

* 

* 

* 

* 

* 

Around a Person Covers a Location 
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The LAN interface is specialized further based on the following dimension: sensor ï sharing . 

Sensors act as a sensing unit device on the interface. Sharing devices act as a single device 
offering measurements collected from possibly multiple measurement devices (notion of 
aggregation). Th e result is guidelines for a Sensor LAN interface (Zigbee). Guidelines for a 

Sharing LAN interface are out of scope for this version of the guidelines.  

 

The Continua Reference Topology imposes a number of constraints on how Reference Devices 
Classes are  physically connected.  See Figure 3-10 . 

WAN-IF

Application

Hosting Device

PAN

Device

PAN-IF

LAN

Device

LAN-IF

HRN-IF

WAN

Device

HRN

Device

*

0..1

*

*

*

*

*

*

 

 

This Reference Topology gives the following rules for the topology of the Continua ecosystem:  

 PAN Device ñcan serveò 0 or 1 Application Hosting Device at a time  

 LAN Device ñcan serveò 0 or more Application Hosting Devices at a time 

 Application Hosting Device ñcan useò 0 or more {PAN,LAN,WAN} Devices at a time 

 WAN Device ñcan serveò 0 or more Application Hosting Devices at a time  

 WAN Device ñcan useò 0 or more HRN Devices at a time  

 HRN Device ñcan serveò 0 or more WAN Devices at a time 

3.1.4  
Reference Device Classes form the (abstract) basis for the guidelines framework. Base d on the 

Reference Device Classes , a large number of specializations are possible. These include 
Certified Device Classes and Logo -ed Device Classes.  

Continua 's aim is to define a number of certifiable guidelines. Certification only makes sense 
for entitie s that are part of the Continua E2E architecture (Reference Device Classes). 

However , there is a requirement  for further specialization of these classes . An example is the 
certification of a PAN Wireless Weighing Scale Device instead of just a PAN device.  The 
architecture does not define the Certified Device Classes but does impose the constraint that 
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the Certified Device Classes are a specialization (possibly indirect) of at least one Reference 

Device Class.  Vendors can create a product that satisfies the associated guidelines for more 
than one Certified Device Class. These products (e.g., multifunction devices and Application 
Hosting Devices that support a range of Continua PAN Devices) can receive multiple Continua 

certificates.  Product literature should denote the Certified Device Classes supported by that 
component.  

Continua recognizes the need or desire to  logo devices. Logo - ing only makes sense for entities 
that are certified (Certified Device Classes). However , there is the possibility  for further 
specialization of these classes . The logo - ing scheme selected for this version of the guidelines 
does not require further specialization of the Certified Device Classes . Therefore, for this 
version, the Logo -ed Device Classes match the Certified Device Classe s. All certified PAN 

devices are allowed to use the Continua logo in addition to the USB or Bluetooth. All certified 
Sensor LAN devices may use the Continua logo in addition to the ZigBee logo. All certified 
Application Hosting Devices are allowed to use t he Continua Logo in addition to the USB, 
Bluetooth or ZigBee logo and shall list the device specializations that were certified . 

3.1.5  

 

Extensibility:  

This is the ability to extend a system (design - time) with new capabilities and applic ations over 

time with minimal effort (sometimes confused with forward compatibility).  

Backward Compatibility:  

This is the ability of a system to interoperate (run - time) with other systems that were 
designed for earlier versions of that system.  

 
v2 interface

Version 2

Version 1 Version 1

Version 1

Version 2

v1 interface

v1
 in

te
rfa

ce
Backward Compatibility:

interoperate at run-time

with earlier versions

V2 system accepts 

V1 messages and 

behaves as if it is a 

V1 solution to V1 

systems

v1 interfaceVersion 1

 

 

Forward Compatibility (~robustness, future - proofness):  

This is the ability of a system to accept input (run - time) from other systems that were 
designed for later versions of that s ystem.  
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V2 Interface

v2 interface
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Version 1 Version 1

Version 1v1 interface

Version 2

Version 1

v1 interface

v1 interface

O

If a V1 system receives 

V2 messages, it skips 

non-V1 portions or 

sends an error / 

warning

 

 

The Continua E2E architecture should have the flexibility to incorporate reasonable future 
changes. On the other hand, dev ices need to maintain interoperability (as much as possible) 
when guidelines evolve over time. Additionally, devices based on different versions also need 
to interoperate. This section provides a logical analysis of the principles to take into account in 
the definition of Network Interface specifications. These principles address proper definition of 
a Network Interface specification as well as constraints on the evolution of these specifications. 

The aim is that two devices based on different versions of t he guidelines are compatible and 
together they provide the functionality expected from the oldest version of the guidelines 
involved.  

A Network Interface Specification consists of:  

 Interoperable Protocol  

ü Semantics of Command and Messages  

ü Common Data Format  & Data Specializations  

ü Commands & Exchange Protocol  

 Consistent Communication Framework  

 Transport / Network Protocol  

 Network  

Network Interface specifications will evolve over time. For extensibility and compatibility, 
multiple versions of a Network Interfa ce specification are considered. This provides guidance 

on how the Network Interface specifications were allowed to evolve.  

To address the concerns with respect to extensibility and compatibility, the following are 
guidelines for the definition and evoluti on of Network Interface Specifications:  

 A Component should have well specified behavior for all possible input. (Only) 

Unknown portions of messages / commands are ignored. A Component should not 
crash on any input (Forward Compatible). When (part of) a me ssage is not understood 
a warning should be returned  

 Messages / commands are extended in later versions. Semantics of the extended 
messages / commands should include the semantics of the original message 
(Extensibility)  
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 Semantics of messages / commands sho uld not change in later versions (Backwards 

Compatible)  

 Messages / commands are not removed in later versions (Backward Compatible)  

 The Consistent Communication Framework are only replaced by a backward 

compatible framework in later versions (Backward Comp atible)  

 The Transport / Network Protocol are only replaced by a backward compatible protocol 
in later versions (Backward Compatible)  

 The network is only replaced by a backward compatible network in later versions (e.g., 
USB 1.0 by USB 2.0) (Backward Compat ible)  

NOTE:  The guidelines listed above allow for vendor specific extensions (first bullet). The 
last five bullets targeting Backward Compatibility are probably not realistic to 

maintain indefinitely. However, messages, commands, consistent communication 
f ramework, transport / network protocol, and network are supported by 
components for at least two versions after they were marked as deprecated.  

3.1.6  

 

The ability to transfer Quality of Service (QoS) information from c omponent to component is 
an important requirement on the Continua architecture. This section defines Continuaôs 
approach to enable the transfer of QoS information between components.  

Quality of Service (QoS) is a very broad area with numerous attributes. A  representative list of 
QoS attributes is:  

1)  Reliability  

2)  Latency  

3)  Bandwidth  

4)  Forward and reverse channel set up / tear down times  

5)  Monetary cost  

6)  Energy cost (often useful in wireless communications)  

There are certainly others. All attributes are not equally app licable to all applications or to all 
transport technologies.  

In the area of healthcare communications, reliability  and latency  are considered the most vital 
to manage effectively and thus are addressed by Continua in version 1 (v1) of the Design 
Guideline s. It is envisioned that other QoS attributes are addressed as the Continua ecosystem 

grows, expands, and develops new uses.  

 

At the extremes, the application reliability and l atency attributes are a trade off over which of 
the se two attributes are  more important to a particular piece of data.  

1)  There are times when low  latency is more important tha n reliability. I t is acceptable  to 
drop ñsome ò data as a trade off to getting the data quickly . For example, when 
sending real - time  waveform data , it is more important to get the data sent quickly 
versus  an absolute guarant ee that all data is delivered  

2)  There are times when the best  reliability is more important than timeliness. For 
instance, sometimes it is required that all the data get transmitted correctly and it is 
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acceptable to wait for data to be retransmitted (delayed) to ach ieve this correctness 

guarantee  

Table 3-1 maps the data transfers involved in Continua use cases across latency and reliability 
vectors.  The boxes with icons denote the latency and reliability combinations that are or could 

be utilized by Continua use cases. For more detail on the meaning and use of the 
reliability/lat ency pairs in these boxes, see S ection 3.1.6.5 . It would be nice if all transport 
technologies could opera te in the lower right corner of Table 3-1 (i.e. , best  reliability  and  low  
latency , such as a processor bus with ECC ) . However, t ypical inter -device transport 
tec hnologies cannot achieve this.  

Reliability.latency bin 

{ typical use graphic} 
Relative Reliability 

Good Better Best 

Latency 
(overall end-to-

end) 

Very High    best.veryhigh 

 
High   best.high 

 
Medium good.medium 

 

better.medium 

 

best.medium 

 

Low good.low 

 

  

 

 

The reliability terms good , better , best  from Table 3-1 are not absolute definitions, but 
rather 'relative' definition s based upon the transport technology of interest. In other words, 
best  reliability  >= better  reliability >= good  reliability with respect to the statistical 
likelihood of transmitting the data  successfully. While there are no absolute definitions, notice 
that:  

1)  The good  application reliability requirement corresponds to the ñno guaranteesò data 

path or the ñlossyò data path options of any given transport technology (i.e., the least 
stringent reli ability characteristics option)  

2)  The best  application reliability requirement corresponds to a given transport 
technology's most reliable data tra nsfer mechanism. This is typically an ACKnowledged 
transport data transfer service that is explicitly aware of the successfully transferred 
data  

The following  is a casual definition (by way of example) for the use of these three healthcare 

application reli ability modes . Consider a viewable waveform, a blood pressure measurement , 

and a " life threatening " alarm.  

1)  For the viewable waveform , it is acceptable for 'some' data to be lost in transmission. 
The waveform information is continuously flowing and the loss  of 'some' data in the 
waveform display does  not cause any degradation in the clinician's abi lity to interpret 
the waveform. This maps to good  reliability  
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2)  For a " life threateningò alarm, it is an asynchronous  and  significant  event. Every 

moment counts in r espon se to this  alarm. The highest reliability and mo st  robust data 
path are typically  used for these  events. This maps to best  reliability  

3)  For a blood pressure measurement, the measurement is an infrequent, but repeatable, 

event. If a single measurement w as lost in transmission, while not desirable by any 
means, it would typically not have a dramatic impact to the person . This maps to  
better  reliability  

Thus, from the overall application point of view, best  reliability >= better  reliability >= good  
reliabi lity.  

 

The terms Very High, High, Medium, and Low from Table 3-1 are also relative definitions 
based upon the transport technology of interest. In the context of personal healthcare, Very 

High latency typically refer s to a maximum of 100 seconds, High latency typically refers to a 
maximum of 10 seconds, Medium latency typically refers to a maximum of 1 second, and Low 

latency typically refers to a maximum of 100 milliseconds. However, these latencies are 
transport -dep endent and the actual values may change based on the transport.  

 

The following text provides further details on the six bins identified in Table 3-1. 

NOTE:   In the current version of the Design Guidelines,  only the good.medium and 

best.medium bins are utilized. Future version of the Design Guidelines could use 
additional bins.  

1)  good.l ow:  This bin provides ógoodô reliability with low end - to -end transport latency . 
Some additional characteristics are :  
Å óGoodô relative reliability needs  
Å The sampled analog data can easily be grouped together  
Å Overall end - to -end latency = ~100ms (relative to transport)  

2)  good.m edium:  This bin provides ógoodô reliability with medium end - to -end transport 

latency . 
Some additional c haracteristics are :  
Å óGoodô relative reliability needs  
Å The sampled analog data can easily be grouped together  
Å Overall end - to -end latency = ~1s (relative to transport)  

3)  better.m edium:  This bin provides óbetterô reliability with medium end - to -end transp ort 

latency.  
Some additional characteristics are :  
Å óBetter ô relative reliability needs  
Å A measured parameter (B lood Pressure , SpO2  (blood oxygen saturation) , H eart 
Rate , ...)  
Å Overall end - to -end latency = ~1s (relative to transport)  

4)  best.medium :  This b in provides óbestô reliability with medium end - to -end transport 
latency.  

Some additional characteristics are :  
Å óBest ô relative reliability needs  
Å Aka get/set device parameters; aka events and/or notifications;  aka request/response  
Å Control/status of b oth physiological and equipment functionality  
Å Overall end - to -end latency = ~1s (relative to transport)  

5)  best.high :  This bin provides óbestô reliability with high end - to -end transport latency.  
Some additional characteristics are :  
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Å óBest ô relative reliability needs  

Å Both physiological driven alarms and equipment issued alarms  
Å Overall end - to -end latency = ~10s (relative to transport)  

6)  best.veryhigh :  This bin provides óbestô reliability with very high end - to -end transport 

latency.  
Some additional character istics are :  
Å óBest ô relative reliability needs  
Å Print, transfer or exchange of summaries, reports or histories  
Å Overall end - to -end latency = ~100s (relative to transport)  

3.1.7  
Security is essential in dealing with medical information that is ve ry sensitive in nature. 

Continua has worked to ensure that the Design Guidelines support the development of secure 
systems.  

Security, for its own sake, may be excessive making it unnecessarily expensive or insufficient, 

creating unacceptable risk. Further,  security requirements are not static and tend to become 
more stringent over time. Therefore, security must be considered holistically.  

Table 3-2 lists the confidentiality, integrity, and availability requirements that Continua 
considered in the creation of the Design Guidelines. Confidentiality signifies that data is 

accessible only to those who have the right to know. Integrity is the assurance that data has 
not been tampered with or modified in any way to undermine its authentic ity. Availability 
denotes having timely access to information.  This table provided the basis for choosing the 
security methods for each interface in the End to End system. It is maintained here such that 
it can be applied in evaluating security technologie s and interfaces in future versions of the 
guidelines.  

Confidentiality  Integrity  Availability  

Cryptography  Cryptography  Service continuity  

Access control  Access control  Disast er recovery  



© 2008 -  2011  Continua Health Alliance   

Design Guidelines   Version  2010  

17   Modified on: April 20, 2011  

Copying or other form of reproduction or redistribution of these works to unauthorized entities is strictly 

prohibited.  

3.1.8  
In this version of the Continua guidelines , the scope covers  guidelines for the PAN - IF (wired 
and standard wireless) , LAN - IF (sensor LAN), WAN - IF (data upload)  and HRN- IF.  

 

The PAN - IF interface guidelines for PAN Wired (USB) and PAN Standard Wireless (Bluetooth) 
are defined for the following devices: Pulse Oximeter, Blood Pressure Monitor, Thermometer, 
Weighing Scale, Glucose Meter, Cardi ovascular Fitness , Step Counter , Strength Fitness, 
Activity Hub, Adherence Monitor, Peak Flow Meter, Fall Sensor, Motion Sensor, Enuresis 
Sensor, Contact Closure Sensor, Switch Sensor, Dosage Sensor, Water Sensor, Smoke Sensor, 

Property Exit Sensor, Temper ature Sensor, Usage Sensor, PERS Sensor, CO Sensor, Gas 
Sensor . 

The Sensor -LAN (ZigBee)  interface guidelines are defined for the following devices: Pulse 

Oximeter, Blood Pressure Monitor, Thermometer, Weighing Scale, Glucose Meter, 
Cardiovascular Fitness,  Step Counter,  Strength Fitness, Activity Hub, Adherence Monitor, Peak 
Flow Meter, Fall Sensor, Motion Sensor, Enuresis Sensor, Contact Closure Sensor, Switch 

Sensor, Dosage Sensor, Water Sensor, Smoke Sensor, Property Exit Sensor, Temperature 
Sensor, Usage  Sensor, PERS Sensor, CO Sensor, Gas Sensor.  

The WAN - IF guidelines for upload of device observations across a Wide Area Network are 
defined.  

The HRN - IF guidelines for a health reporting  interface towards  (other)  enterprise systems are 
defined.  

 

For completeness the V 1 scope is also listed. The Continua 2010  guid elines are an extension of 

the V 1 scope.  

The PAN - IF interface guidelines were  defined for the following devices: Pulse Oximeter, Blood 
Pressure Monitor, Thermometer, Weighing Scale, Glucose Meter, Cardiovascular Fitness, 
Strength Fitness, Activity Hub . 

The HRN - IF guidelines for a health reporting  interface towards  (other)  enterprise systems 
were  defined.
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4  

4.1  
This section lists the overall Design  Guidelines for interoperability across Continua certified 
devices in the Personal Area Network Interface.  

4.1.1  
The connectivity in the PAN interface is tailored to satisfy three basic requirements that are 

uniform across the application domains servic ed by Continua -certified products:  

 Allow bi -directional sensor control  

 Allow bi -directional sensor information exchange  

 Allow appropriate linkage between a PAN device and an Application Hosting Device  

The interface is further structured into three distinct  layers, with appropriate standards 
selected to represent the individual layers and establish interoperability in the Personal Health 

ecosystem. Figure 4-1 illustrates the structure of the PAN interface.  
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4.1.2  
Continua Alliance has selected the following wired and wireless lower layer protocols to serve 
as the transports for the PAN interface:  

 Wireless ï Blu etooth Health Device Profile  

 Wired ï USB Personal Healthcare Device Class  

The selected protocols for the Transport layer ensure interoperable set -up and tear -down of 
the communication channel for transfer of control and data messages across all domains.  

 

4.1.3  
Continua Alliance has selected the ISO/IEEE Std 11073 -20601 -2008 and ISO/IEEE Std 11073 -
20601A -2010 1 Personal Health Device Communication protocol for the optimized exchange of 
information in the PAN Interface. The internationally harmonized standard has definitions and 

structures in place to convert from an abstract data format into a transmission format.  

4.1.4  
The ISO/IEEE Std 11073 -20601 -2008 and ISO/IEEE Std 11073 -20601A -20 10 protocol acts as 
a bridge between device specific information captured in individual device specializations and 
the underlying transports to provide a framework for optimized exchange of interoperable data 
units across the PAN interface. The device spec ializations are listed as follows:  

 ISO/IEEE Std 11073 -10404 -2008 is a  standard specifying Pulse Oximeter device 
specialization (e.g. , Oxygen sat uration , waveforms)  

 ISO/IEEE Std 11073 -10407 -2008 is a  standard specifying Blood Pressure device 
specialization (e.g. , systolic, diastolic, mean / MAP)  

 ISO/IEEE Std 11073 -10408 -2008 is a  standard specifying Thermometer device 
specialization (e.g. , temperature)  

 ISO/IEEE Std 11073 -10415 -2008 is a  standard specifying Weighing Scale device 
specialization (e.g., weight )  

 ISO/IEEE Std 11073 -10417 -2009 is a  standard specifying Glucose  Monitor  device 

specialization (e.g. , Glucose concentration)  

 ISO/IEEE Std 11073 -10421 -2010 is a  standard specifying Peak Flow Monitor specialization  

 ISO/IEEE Std 11073 -10441 -2008 is a  standard s pecifying Cardiovascular Fitness and 
Activity Monitor device specialization  

 ISO/IEEE Std 11073 -10442 -2008 is a  standard specifying Strength and Fitness Monitor 
device specialization  

 ISO/IEEE Std 11073 -104 71-2008 is a  standard specifying Independent Living Activity Hub 
device specialization  

 ISO/IEEE Std 11073 -104 72-2010 is a  standard specifying Medication Monitor 

specialization  

                                                 
1 IEEE 11073 -20601A -2010 is the corrigenda of the 20601 -2008 standard used in Continua V1 
guidelines. It is expected to be released in April 2010.  
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4.1.5  
Table 4-1 shows the Certified Device Classes defined for the PAN Interface Design  Guidelines.  
Continua will provide a certification program for devices that implement these Design 
Guidelines. For PAN devices, the Certification testing will be performed on an integrated device, 
meaning the testing and certification is applied to the har dware and software of the device. 

Changes to components of the device may require a re -certification. For more information, 
please see the Test and Certification Plan  published by Continuaôs Test and Certification 
Working Group (TCWG).  

 Wireless  Wired  

PAN Pulse Oximeter  X X 

PAN Blood Pressure Monitor  X X 

PAN Thermometer  X X 

PAN Weighing Scale  X X 

PAN Glucose Meter  X X 

PAN Cardiovascular Fitness  X X 

PAN Cardiovascular Fi tness Step Counter  X X 

PAN Strength Fitness  X X 

PAN Adherence Monitor  X X 

PAN Peak Flow Meter  X X 

PAN Activity Hub  X X 

PAN Fall Sensor  X X 

PAN Motion Sensor   X X 

PAN Enuresis Sensor   X X 

PAN Contact Closure Sensor   X X 

PAN Switch Sensor   X X 

PAN Medication Dosing Sensor   X X 

PAN Water Sensor   X X 

PAN Smoke Sensor   X X 

PAN Property Exit Sensor   X X 

PAN Temperature Sensor   X X 

PAN Usage Sensor   X X 

PAN PERS Sensor   X X 

PAN CO Sensor   X X 

PAN Gas Sensor   X X 

PAN Pulse Oximeter Client Device  X X 

PAN Blood Pressure Monitor Client Device  X X 

PAN Thermometer Client Device  X X 
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 Wireless  Wired  

PAN Weighing Scale Client Device  X X 

PAN Glucose Meter Client Device  X X 

PAN Cardiovascular Fitness Client Device  X X 

PAN Cardiovascular Fitness Step Counter 
Client D evice  

X X 

PAN Strength Fitness Client Device  X X 

PAN Adherence Monitor Client Device  X X 

PAN Peak Flow Meter Client Device  X X 

PAN Activity Hub Client Device  X X 

PAN Fall Sensor Client Device  X X 

PAN Motion Sensor  Client Device  X X 

PAN Enuresis Sens or  Client Device  X X 

PAN Contact Closure Sensor  Client Device  X X 

PAN Switch Sensor  Client Device  X X 

PAN Medication Dosing Sensor  Client 
Device  

X X 

PAN Water Sensor  Client Device  X X 

PAN Smoke Sensor  Client Device  X X 

PAN Property Exit Sensor  Client  Device  X X 

PAN Temperature Sensor  Client Device  X X 

PAN Usage Sensor  Client Device  X X 

PAN PERS Sensor  Client Device  X X 

PAN CO Sensor  Client Device  X X 

PAN Gas Sensor  Client Device  X X 

 

The guidelines that are applicable for each of the Certified D evice Classes are  referenced  in 
Table 4-2. 

 Wireless  (relevant 

guidelines)  

Wired (relevant 

guidelines)  

PAN Pulse Oximeter,  

PAN Pulse  Oximeter Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.5  

4.2.1  

4.2.3  

4.2.4  

4.2.5  
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 Wireless  (relevant 

guidelines)  

Wired (relevant 

guidelines)  

PAN Blood Pressure Monitor,  

PAN Blood Pressure Monitor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.6  

4.2.1  

4.2.3  

4.2.4  

4.2.6  

PAN Thermometer  

PAN Thermometer Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.7  

4.2.1  

4.2.3  

4.2.4  

4.2.7  

PAN Weighi ng Scale  

PAN Weighing Scale Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.8  

4.2.1  

4.2.3  

4.2.4  

4.2.8  

PAN Glucose Meter,  

PAN Glucose Meter Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.9  

4.2.1  

4.2.3  

4.2.4  

4.2.9  

PAN Cardiovascular Fitness  

PAN Cardiovascular Fitness Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.10  

4.2.1  

4.2.3  

4.2.4  

4.2.10  

PAN Cardiovascular  Fitness Step Counter  

PAN Cardiovascular Fitness Step Counter 
Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.10  

4.2.1  

4.2.3  

4.2.4  

4.2.10  

PAN Strength Fitness  

PAN Strength Fitness Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.11  

4.2.1  

4.2.3  

4.2.4  

4.2.11  

PAN Adherence Monitor  

PAN Adherence Monitor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.12  

4.2.1  

4.2.3  

4.2.4  

4.2.12  

PAN Peak Flow Meter  

PAN Peak Flow Meter Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.13  

4.2.1  

4.2.3  

4.2.4  

4. 2.13  
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 Wireless  (relevant 

guidelines)  

Wired (relevant 

guidelines)  

PAN Activity Hub  

PAN Activity Hub Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14  

4.2.1  

4.2.3  

4.2.4  

4.2.14  

PAN Fall Sensor  

PAN Fall Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.1  

4.2.1  

4.2.3  

4.2.4  

4.2.14.1  

PAN Moti on Sensor  

PAN Motion Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.2  

4.2.1  

4.2.3  

4.2.4  

4.2.14.2  

PAN Enuresis Sensor  

PAN Enuresis Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.3  

4.2.1  

4.2.3  

4.2.4  

4.2.14.3  

PAN Contact Closure Sensor  

PAN Contact Closure Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.4  

4.2.1  

4.2.3  

4.2.4  

4.2.14.4  

PAN Switch Sensor  

PAN Switch Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.5  

4.2 .1  

4.2.3  

4.2.4  

4.2.14.5  

PAN Medication Dosing Sensor  

PAN Medication Dosing Sensor Client 
Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.6  

4.2.1  

4.2.3  

4.2.4  

4.2.14.6  

PAN Water Sensor  

PAN Water Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.7  

4.2.1  

4.2.3  

4.2.4  

4.2.14.7  

PAN Smoke Sensor  

PAN Smoke Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.8  

4.2.1  

4.2.3  

4.2.4  

4.2.14.8  



© 2008 -  2011  Continua Health Alliance   

Design Guidelines   Version  2010  

25   Modified on: April 20, 2011  

Copying or other form of reproduction or redistribution of these works to unauthorized entities is strictly 

prohibited.  

 Wireless  (relevant 

guidelines)  

Wired (relevant 

guidelines)  

PAN Property Exit Sensor  

PAN Property Exit Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.9  

4.2.1  

4.2.3  

4.2.4  

4.2.14.9  

PAN Temperature Sensor  

PAN Temperature Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.10  

4.2.1  

4.2.3  

4.2.4  

4.2.14.10  

PAN Usage Sensor  

PAN Usage Sensor Client Device  

4.2. 1 

4.2.2  

4.2.4  

4.2.14.11  

4.2.1  

4.2.3  

4.2.4  

4.2.14.11  

PAN PERS Sensor  

PAN PERS Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.12  

4.2.1  

4.2.3  

4.2.4  

4.2.14.12  

PAN CO Sensor  

PAN CO Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.13  

4.2.1  

4.2.3  

4.2.4  

4.2.14.13  

PAN Gas Sensor  

PAN Gas Sensor Client Device  

4.2.1  

4.2.2  

4.2.4  

4.2.14.14  

4.2.1  

4.2.3  

4.2.4  

4.2.14.14  

 

4.1.6  
The protocols selected in the PAN interface permits the device to transfer data in the following 
three communication styles:  

 Transaction communication style: When it is required that the transport bet ween the 
device and the AHD communicates a single data point immediately  

 Streaming communication style: When it is required that the transport between the 

device and the AHD communicates several data points continuously  

 Batch communication style: When it i s required that the transport between the device 
and the AHD communicates previously collected data points at a later time  

The specific requirements pertaining to the Quality of Service (QoS) for each of the transports 
(Bluetooth and USB) for the various c ommunication styles are outlined in Sections 4.2.2.5  and 

4.2.3.4 . 
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4.1.7  
For a wired USB solution, it is assumed that the physical action of the user connecting a wired 
PAN device to the AHD provides the necessary security to prevent inadvertent leakage of data 
to a different AHD. For a Bluetooth solution, the specific requirements pertaining to proper 
pairing and security are outline d in S ection 4.2.2.2 . 

4.2  

4.2.1  

 

This section contains Design Guidelines that apply to PAN physical devices. These can be 
personal healthcare devices or Application Hosting Devices. In general, device Design 
Guideline s are kept in the section corresponding to the standard that applies to the guideline. 

However, these Design Guidelines apply generically to devices in the PAN interface.  

 

Name  Description  Reqt Map  Comments  

PAN_Device_AHD_Linkage  A Continua PAN Service 
Component  shall  connect 
with only one Continua PAN 
Client Component at any 
given time . 

E2E_Arch  This IG is necessary to 
enable reference 
topology as described  in 
Figure 3-10  

4.2.2  

 

This section contains a general Design  Guideline that points to the Bluetooth Health Device 
Profile version 1.0  (refer to Section  A.1 ). All subsequent requirements in Section 4.2.2  refer to 
this specification.  

Throughout this section, some common Bluetooth terms are used:  

When the term Discovery is used, this is meant to describe its u se of the Bluetooth  Inquiry 

substate to learn of the existence of other Bluetooth devices within transmission range. This is 
sometimes called "device discovery" to distinguish fro m Service Discovery. A Bluetooth device 
is discoverable if it periodically enters the Inquiry Sc an sub state. A discoverable device will 
respond to I nquiry procedures (usually a general I nquiry) from any device that wants to 
search.  

A Bluetooth device enters the I nquiry substate to discover other Bluetooth devices . 

Discoverable devices will periodical ly enter the I nquiry scan substate . 

Service Discovery creates a baseband connection to a specific device (may be paired, but does 
not need to be) to discover details about services offered on that device.  

When the term Pairing is used, this is meant to des cribe the e xchang e of link keys to establish 
a future trust relationship with a known device. Except in legacy cases, this is p erformed with 
Secure Simple Pairing (SSP).  
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When the term Connectable is used, this is meant to describe a previously paired devic e that 

is periodically entering the Page Scan substate and responds to pages from devices that 
address it specifically (by Bluetooth MAC address). For a device to be Connected, it must first 
be paired.  

Name  Description  Reqt Map  Comments  

Wireless_PAN_BT_HDP_Ma
p 

Continua PAN wireless 
service and client 
components shall  
implement Bluetooth Health 
Device Profile version 1.0 
subject to the Design 
Guidelines below  

Core_D evice_Tra
nsport_Wireless  

 

 

PAN wireless Continua devices transfer measurement data to partner devices. These 
partnerships are formed either following a search initiated by the client component that will 
receive the data or through an out -of -band configuration.  

Continua requires a process of discovery of the service component by the client component for 

all Bluetooth Continua devices. This ensures a consistent and user friendly pairing procedure.  

The guidelines throughout Section 4.2.2.2  create a single and universally supported technique 
for pairing devices that gives a minimum of surprise or inconvenience to users. These 
guidelines apply to Bluetooth versions 2.0 and 2.1.  

Name  Description  Reqt Map  Comments  

Wireless_PAN_BT_Discover
y_Initiation_Client  

Continua PAN wireless client 
components shall  initiate 
discovery (a Bluetooth 
ñInquiryò) 

App_AI_DI_perip
h_discovery, 
E2E_Arch _CC_Ze
roConf  

 

Wireless_PAN_BT_Discover
y_Initiation_Service  

Continua PAN wireless 
service components should 
not  initiate discovery (a 
Bluetooth ñInquiryò) 

App_AI_DI_perip
h_discovery, 
E2E_Arch_CC_Ze
roConf  

 

Wireless_PAN_BT_Pairing_

Service  

Continua PAN wirel ess 

service components shall  
have a documented way 
(decided by the vendor) to 
initiate a mode of 
ñdiscoverable by the client 
componentò 

Once a service component 
has been made discoverable 
in this way, it shall  support 
pairing with compatible 
client compone nts, as 
shown in Figure 4-2 

App_AI_DI_perip

h_discovery  

The words ócompatible 

client componentsô refer 
to client components 
that share the same 
device specialization as 
the service component  
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Name  Description  Reqt Map  Comments  

Wireless_PAN_BT_Pairing_
Client  

Continua  PAN wireless client 
components shall  have a 
documented way (decided 
by the vendor) to initiate a 
search for service 
components that are 
ñdiscoverableò 

Once a client component 
has discovered a service 
component, it shall  support 
pairing with compatible 

ser vice components, as 
shown in Figure 4-3 

App_AI_DI_perip
h_discovery  

The words ócompatible 
service componentsô 
refer to service 
components that share 
the same device 
specialization as the 
client component  

Wireless_PAN_BT_Re -
Pairing  

Once a Continua PAN 
wireless service component 
has been paired with a 
client component, it shall  
remain possible to re -
initiate the mode 
ñdiscoverable by the client 
componentò 

App_AI_DI_perip
h_discovery, 
E2E_Arch_CC_Ze
roConf  

 

Wireless_PAN_BT_Data_Ex
chang e_Service  

Continua PAN wireless 
service component data 
(not including HDP service 
discovery record or static 
information like capabilities, 
service names, etc.) shall 
not  be exchanged with 
client components for which 
a pairing has not been 
established  

App_ AI_DI_asso
ciate_gateway  

 

Wireless_PAN_BT_Discover
ability_Mode_Service  

By default, Continua PAN 
wireless service components 
should not  be discoverable 
unless put in that mode as 
documented above  

e2e_sec_azn_dat
a_integrity  

 

Wireless_PAN_BT_Discover
ability_ Mode_Client  

Continua PAN wireless client 
components should not  be 
discoverable unless put in 
that mode as documented 
above  

e2e_sec_azn_dat
a_integrity  

 

Wireless_PAN_BT_Discover
ability_Duration  

Continua PAN wireless 
service components should  
provide a docum ented 

minimum duration (decided 
by the vendor) for this 
discoverable mode, once 
initiated, after which it 
ceases to be discoverable  

e2e_sec_azn_dat
a_integrity  
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Name  Description  Reqt Map  Comments  

Wireless_PAN_BT_Paired  When a Continua PAN 
wireless service component  
is discoverable and 
succe ssfully completes a 
pairing procedure, it should  
immediately become 
undiscoverable  

e2e_sec_azn_dat
a_integrity  

 

 

Not Discoverable, 
No Pairing, 

Not Connected 

Discoverable, 
No Pairing, 

Not Connected 

Not Discoverable, 
Paired, 

Not Connected 

"Cleanò Service 
Component 

Become 
Discoverable 

Timeout or Cancel 

Complete 
First Pairing 

Not Discoverable, 
Paired, 

Connected 

Discoverable, 
Paired, 

Not Connected 

Pre-Paired 
Service 

Component 

Complete 
Additional Pairing 
Timeout or Cancel 

Connect Disconnect 

Become 
Discoverable 
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The diagram in Figure 4-2 shows the behavior of a Continua  PAN wireless service component 
in the pairing process and the diagram in Figure 4-3 shows the behavior of a PAN wireless 
client component in the pairing process. Some Bluetooth devices may permit pairing from 
non -discoverable sta tes, if the partner device knows the MAC address of the service 
component (either through out -of -band configuration or from a previous device discovery 
operation). These transitions are not shown, although technically possible, for simplicity. 

Because they  represent non -standard operation of the device, they may represent security 
vulnerability for some applications.  

Name  Description  Reqt Map  Comments  

Wire less_PAN_BT_Non -
Discovery  

If a Continua PAN wireless 
service component is able 
to prevent pairing while in 
non -discoverable states, it 
should  do so  

e2e_sec_azn_dat
a_integrity  

 

 

The reason for this procedure is to provide security and privacy for users whi le optimizing the 

ease of use by providing predictable behavior, and by minimizing the time and effort required 
to execute the pairing.  

Another ease -of -use issue is the frequency required for a user to go through the pairing 
procedure. To avoid unnecessary  re -pairings following battery replacements or power failures, 
persistent storage on sensors is important.  

Not in Inquiry 
State, 

No Pairing, 
Not Connected 

Inquiry State, 
No Pairing, 

Not Connected 

Not in Inquiry 
State, 
Paired, 

Not Connected 

"Cleanò Client 
Component 

Initiate Device 
Discovery 
(Inquiry) 

Timeout or Cancel 

Paired, 
Not in Inquiry 

State, 
Connected 

Inquiry State, 
Paired, 

Not Connected 

Pre-Paired 
Client 

Component 

Complete 
Additional Pairing 
Timeout or Cancel 

Connect Disconnect 

Initiate Device 
Discovery (Inquiry) 

Complete 
First Pairing 
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Name  Description  Reqt Map  Comments  

Wireless_PAN_BT_Pairing_
Data_Ser vice  

Continua PAN wireless 
service components shall  
store the pairing data from 
at least the most recently 
paired device in such a way 
that the data will be 
retained through normal 
power interruptions, 
including battery 
replacement  

App_AI_DI_persi
stent_ass ociation  

 

Wireless_PAN_BT_Pairing_
Data_Client  

Continua PAN wireless client 
components shall  store the 
pairing data from at least 
the most recently paired 
device in such a way that 
the data will be retained 
through normal power 
interruptions, including 
bat tery replacement  

Continua wireless PAN client 
components should  store 
pairing data for at least the 
number of devices for which 
they are intended to 
simultaneously support  

App_AI_DI_persi
stent_association  

 

 

 

The requirements in the previous section refer to a mode where a device is ñdiscoverable by 

the client component.ò In Bluetooth terms, this means the device is in both ñdiscoverable 
modeò and ñpairable mode" (also known as ñbondable modeò). When a device is in Bluetooth  
ñdiscoverable mode,ò other devices can perform inquiries to learn its MAC address. From a 
Continua point of view, since all communication is between paired devices, it does not make 

sense for a service component to be discoverable unless it is willing to pair w ith devices that 
discover it.  

Leaving a device in the discoverable (and pairable) state opens the device to hackers who may 
attempt to connect . Being discoverable is a security risk as well as a privacy risk . 

Name  Description  Reqt Map  Comments  

Wireless_PAN_BT_Discover
y_Disable  

Continua PAN wireless 
service components that 
may become discoverable in 
the course of normal use 
should  offer users a 
mechanism to disable this 
beh avior  

e2e_sec_azn_dat
a_integrity  

 

 








































































































































































































































































































































































































































































































































































